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Introduction
The Hudson Valley Regional Resource Center is a New York State Department of Health-funded resource center providing incident command, emergency management, decontamination, counterterrorism education, evaluation, and exercises to the 39 hospitals in the seven counties of the Hudson Valley, fanning out in "V" to the immediate north of New York City. As part of our services, we began offering formal counterterrorism assessment in 2006 using a standardized instrument developed by federal agencies and distributed by the Federal Emergency Management Agency. 1 As part of this assessment, based in part on the researcher's experience with training graduate students on counterterrorism issues in Israel, we specifically queried regional hospitals, as well as over two dozen other hospitals throughout North America, regarding their ability to manage an "active shooter" gunman in the hospital. Hospital emergency managers were specifically asked the following questions:
• "Do you have a lockdown policy that secured the inside of the hospital?"
• "Do you have an overhead code for a violent event in the hospital?"
• "Have you identified areas of safe refuge with locking doors?" and
• "Does law enforcement have a current copy of your hospital floor plan?"
The answer was an overwhelmingly "no" to all four questions, with the exception of one hospital that had a plan, explicitly the result of an internal hospital shooting a decade ago. These results have led to this work.
Hospital "open door" policies
Hospitals in North America have traditionally viewed their role in society as a safe refuge from terrorism and violence, and as a result, many hospital administrators are more concerned with an "open door" policy toward the community than in the safety and security of their staff and patients. This has devices in hospitals that you would see in airports and courthouses . . . Hospitals are large places with numerous entrances and exits." 3 This attitude is at odds with the reality of what hospitals do-house elderly and incapacitated people at the weakest and sickest, in unlocked and usually unsupervised rooms. Almost by definition, you could not find a population more vulnerable. If a responsible government agency was placing elderly residents in apartments where none of the doors (including the front door) are locked, the community would find this unacceptable, yet this is the standard for hospitals across the country.
The reality of hospital violence
The common hospital refrain that "It's not feasible to have security devices in hospitals that you would see in airports and courthouses" reveals a widespread lack of understanding of the risk faced by hospitals. Figure 1 ). Of these eight, three were apparent suicide, two were homicide, and three were police-involved shootings (one of which killed a hospital security officer). These events are just the most dramatic-we have no data on the incidence of www.disastermedicinejournal.com 145 The perpetrator, 86-year-old, shot and killed himself after shooting his 95-year-old wife, who was bedridden and being treated in the hospital's cardiac unit. There were no other patients or hospital staff in the room at the time. Hospital workers heard gunshots. A nurse went to the room and found the perpetrator seated in a chair with what appeared to be a self-inflicted gunshot wound. Next to him, on the bed, was his wife. A gun was seen nearby. Outcome Perpetrator and wife dead. Comments "After the gunshots were heard, security and medical personnel were mobilized through a Code Blue signal indicating a medical emergency," said Johnny Hagerman, the hospital's marketing and communications director. Security officers blocked off the room, and police sent a homicide unit. At Scripps Green there are no metal detectors and security guards are not armed. "We ask that visitors check in at the desk and get a badge. We try to keep track of who is coming and going, but there's a lot of people coming in and out of a hospital," said Stanziano, the hospital's spokesman. A 70-year-old patient at Northwestern Memorial Hospital in Chicago died in June, two days after he shot himself in the head. The shooting happened as the man and a caretaker, not employed by the hospital, were in the 10th-floor hospital room. After the shooting, security personnel went to the room and then called the police. Outcome One dead. Comments "It's not a case of gunman running through the hospital," hospital spokesman Andrew Buchanan said.
gun events not involving a shooting or not reported, events involving other weapons, or other homicides in hospitals. What we do know is that hospitals are violent places: Occupational Safety and Health Administration (OSHA) statistics for hospital workers (not patients) reveals a 400 percent higher incidence of assaults than among the average private-sector worker. 4 Across many public institutions, September 11th and the aftermath have changed the paradigm of open buildings-from significantly more intrusive airport security, to metal detectors at schools, to the now ubiquitous wearing of work identification badges, nearly every aspect of physical security of both workers and of those interfacing with public institutions has grown dramatically. Hospitals, five years after September 11th and eight years after the Columbine, are not only behind the curve, they deny that they are even on the curve. Even with the astronomical number of assaults, after experiencing a shooting at their facility, the comments of senior hospital administration somehow continue to negate the fact that hospitals lack even a rudimentary level of protection that you would find at a bargain-rate motel.
What is currently in place: Lockdown actually means lockout
While most hospitals have a "lockdown" policy as part of their security or emergency management plan, what they actually have is a "lockout" policy that prevents outsiders from entering the hospital in the event of a community hazardous materials event. A model code silver program Given the incidence of hospital-based shootings, hospitals need to adopt a clear program to minimize risk to staff, patients, and visitors (Appendix 1). Part of this program, in addition to the model policy, involves providing current hospital floor plans to police, exercising Code Silver response on at least an annual basis so that local law enforcement and regional special law enforcement teams get to understand the hospital environment and coordinate better with the hospital security team, identifying locking doors and marking them with a grey doorplate in contrast to the normal marking colors, and educating hospital employees about what is expected of them during an active shooter event.
Conclusion
Hospital administration in North America, even in hospitals that have experienced shootings, have consistently failed to provide any reasonable degree of physical security to the society's most vulnerable. Unfortunately, it may take either a large-scale hospital terrorist event or Columbine-type shooting to shock hospital administrators out of their current behavior. Part of adopting a broader security program is implementation of a Code Silver program, which will limit vulnerability of patients, visitors, and hospital staff to active shooters in the hospital. Given the incidence of 2006 hospital-based shootings in North America, adoption of Code Silver programs is acutely needed. Appendix 1. A model "code silver" policy
I. Purpose
To provide assistance to staff members and/or visitors, who are confronted by an individual brandishing or claiming to possess a weapon, or one who has taken hostages within the healthcare facility or within its property. To ensure a safe and secure environment for patients, visitors, and staff. This type of situation must be approached calmly, carefully, and thoughtfully to reduce danger to patients, staff, and visitors.
II. Supporting information
Patients, visitors, or staff are at risk of being confronted by a person with a weapon or of being involved in a violent crime/hostage situation. If such a situation arises, staff members should not attempt to intervene or negotiate.
A. For purposes of this protocol, the definition of a weapon is any firearm, knife, or instrument that can cause bodily harm or injury.
B. The facility reserves the right to inspect the contents of all packages or articles entering or being removed from the facility. Firearms and illegal weapons are prohibited from being on the premises. Weapons, dangerous devices, and illegal or unsafe items will be retained by security personnel and/or local law enforcement authorities.
C. Weapons are not permitted on the facility's property, except for persons who are professionally exempted or authorized by law to carry a weapon in the performance of their duties, such as City, County, State, or Federal law enforcement officers.
D. All rooms with locking doors are indicated by a grey nameplate on the door, in contrast to the general white nameplate found on other doors in the hospital.
Procedure:
A. Any staff person who encounters or suspects a person brandishing a weapon or a hostage situation should
• Call the police department immediately.
• Secure immediate area if possible by removing all patients and personnel to the unit's safe havens (grey nameplates).
• Secure unit doors to isolate incident.
• Dial the operator emergency number to report Code Silver and provide following information:
• Location of the event and if the perpetrator is still on the scene.
• The number of perpetrators, victims, and hostages.
• Type of weapon(s) involved.
B. Switchboard operator will
• Initiate Code Silver announcement three times and announce location.
C. Security officer arriving at the scene will
• Report the incident to the local police department including the location and number of assailants, description of perpetrators, and approximate number of victims/hostages.
• Assess the situation.
• Take control until administration or police arrives.
• Security will supplement and reinforce personnel on the scene as the situation dictates to prevent injury to hostages.
• Advise both administration and police of all known information.
